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CHAPTER 2

Building Your Technical Foundation

Build the Technical Foundation That Never Changes. The essential IT skills that support your journey from Help
Desk to technical specialization, enterprise engineering, and cloud architecture.

Chapter Introduction — The Technology Changes. The Foundations
Remain

When | started my IT career at the Help Desk of an oil and gas company during my senior year of college, | was
focused on solving the problems in front of me: users who could not access applications, printers that stopped
working, computers requiring software installation, and login problems. Those responsibilities taught me how
technology works together.

A computer depends on an operating system, networking, applications, permissions, and often remote servers
and databases. When something stops working, the challenge is understanding which component failed and why.
Later, while working with Oracle databases, enterprise applications, infrastructure, and cloud platforms, the
environments became more complex, but the questions remained familiar: How do systems communicate?
Where does data reside? Who has access? What happens when something fails?

Core lesson: You do not leave your technical foundations behind as you advance. You build upon them.

Chapter learning objectives

Understand major IT components and their dependencies; investigate common operating-system, network,
compute, storage, security, and automation problems; explain how traditional IT knowledge transfers into cloud
computing; and produce practical evidence of technical ability.

2.1 — Why Technical Foundations Matter

At the Help Desk, | supported users, installed applications, and troubleshot Windows, basic Unix, and networking.
A user-facing application failure could originate in a service, DNS, permissions, a remote server, or a database.
Learning to investigate beyond the immediate symptom developed a transferable skill.

My later responsibilities included opening computers, installing memory, working with hardware, and building
servers. That hands-on experience helped me understand infrastructure rather than treating CPU, memory, and
storage as abstract specifications. As an Oracle DBA, | needed that understanding to investigate performance,
backup, recovery, and availability. In enterprise and cloud architecture, it informed decisions about
dependencies, resilience, capacity, and continuity.
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Why | asked for training

| recognized that operating-system and networking skills would improve my current work, so | asked
management for formal training. The employer agreed. The broader lesson is that a development request
becomes stronger when you can explain how the learning benefits current responsibilities and the business.

Foundations versus products

Product names, interfaces, and deployment models change. Workloads still need compute; applications still
communicate over networks; data still needs protection; identities still require appropriate permissions; failures
still need investigation. Do not confuse knowing where to click with understanding why a system works.
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Infographic 1 — The Six Layers of IT Technical Foundations

Original approved cinematic infographic preserved from your existing Chapter 2. Operating systems, networking,
compute, storage and virtualization, applications and databases, and architecture reinforce one another.
Security, scripting, troubleshooting, and documentation span the layers.
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2.2 — Operating Systems: The Environment Beneath Applications

Operating systems coordinate hardware resources, applications, users, and services. Windows, Linux, and Unix
fundamentals are relevant to support, infrastructure, database administration, cybersecurity, and cloud
operations.

Processes and services

Processes execute programs; services provide background functions. A failed web service, database listener, or
authentication component can interrupt an application while its server remains online.

Users, permissions, and file systems

Permissions control access to resources. File systems and volumes determine how data is organized and
accessed. Misconfigured permissions or full disks can prevent an application from working.
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Logs, patches, and configuration

Logs provide evidence about errors and events. Patching and configuration management affect compatibility,
reliability, and security.

Windows examples Linux examples Purpose

Services / PowerShell systemctl Manage services

Task Manager / Get-Process ps / top Inspect processes

Event Viewer journalctl Investigate logs

File tools / PowerShell Is /df /du Inspect files and storage
Account administration id / chmod / chown Understand access

Practical scenario — An application service will not start

Confirm the symptoms; inspect service status and logs; verify storage, permissions, and dependencies; identify
the likely cause; apply an authorized correction; validate application behavior; and document the resolution.
Restarting a service may restore functionality without explaining the failure.

Cloud connection: Cloud virtual machines still run operating systems. Customer responsibilities vary by service
model, but guest configuration, patching, access, and application troubleshooting can remain essential.
Evidence: A documented lab service-failure investigation.

2.3 — Networking Fundamentals: How Systems Communicate

Applications can be healthy while users cannot reach them. Networking helps you distinguish name resolution,
routing, firewall, listener, protocol, and application problems.

IP addressing and DNS

IP addresses identify network interfaces; DNS resolves names used to locate services. An incorrect DNS record
can make a working service appear unavailable.

TCP/IP, ports, and routing

Protocols govern communication, ports identify services, and routing moves traffic between networks. A web
service may use HTTPS on TCP 443; a database uses its configured listener port.

Firewalls, latency, and packet loss

Access controls can block otherwise valid connections. Latency, congestion, and packet loss may resemble
application performance problems.
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Practical scenario — The application cannot reach its database

Check database health, the configured hostname, DNS resolution, the network path, listener availability,
permitted ports, and credentials. A successful ping does not prove application-level connectivity; a failed ping
may simply reflect ICMP restrictions.

Diagnostic tool Typical use

ping Basic ICMP reachability where permitted
tracert / traceroute Inspect a possible network path
nslookup / dig Examine DNS resolution

ipconfig / ip addr Inspect network configuration
Test-NetConnection Test selected Windows connectivity

curl Inspect HTTP service responses

Cloud connection: Virtual networks, subnets, routes, gateways, security controls, and load balancers build on the
same principles. Evidence: A lab connectivity test with an intentionally introduced, safely corrected configuration
issue.

2.4 — Servers, Compute & Virtualization

Applications consume CPU, memory, storage, and network resources. Physical servers provide hardware; virtual
machines provide separate operating environments on a virtualization platform. Containers typically share a host
kernel while isolating applications and dependencies.

Allocated capacity is not actual demand

A server configured with 8 vCPUs, 64 GB RAM, and 1 TB of storage is not necessarily consuming those resources.
A responsible sizing recommendation uses historical CPU, memory pressure, storage growth and 1/0O, network
activity, peak periods, and application requirements. Replicating oversized on-premises configurations in cloud
can increase costs.

Practical scenario — A slow virtual machine

Before adding resources, examine CPU utilization and contention, memory swapping, storage latency, network
conditions, workload changes, and virtualization-host pressure. Gather evidence before recommending a change.

Evidence: Compare a lab VM configuration with observed utilization and produce a short sizing recommendation
with assumptions and limitations.

2.5 — Storage, Databases & Data Protection

Storage affects availability, performance, and recoverability. Block storage supplies addressable volumes, file
storage enables shared file access, and object storage manages data as objects. SAN and NAS commonly refer to
block-oriented and file-oriented network storage approaches, respectively.
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Database fundamentals

Relational databases manage structured information and transactions. Foundational knowledge includes SQL,
database services and connectivity, data integrity, performance indicators, and backup and recovery. Detailed
Oracle DBA specialization belongs in Chapter 4.

Backup is not recovery

A backup supports restoration; recovery is the process of returning data or service to an acceptable state.
Recovery Point Objective (RPO) describes acceptable data loss in time; Recovery Time Objective (RTO) describes
the targeted restoration period. A successful backup job alone does not prove that a restore will meet business
requirements.

Practical scenario — Restore a sample dataset

Create a known dataset, back it up, simulate a controlled failure, restore it in an isolated environment, validate
the recovered data, and record the result. Use nonproduction data and approved procedures. Evidence: A tested
restore report.

2.6 — Troubleshooting & Root-Cause Analysis

Troubleshooting applies across Help Desk, databases, infrastructure, cloud operations, and architecture. As

systems become more complex, the need for disciplined investigation increases.

1. Identify the problem Clarify symptoms, impact, timing, and affected services.

2. Establish scope Identify users, systems, dependencies, and recent changes.
3. Gather evidence Review logs, monitoring, configuration, and metrics.

4. Develop hypotheses Consider explanations consistent with the evidence.

5. Test safely Confirm or eliminate causes with authorized diagnostics.

6. Resolve or mitigate Apply an approved correction or workaround.

7. Validate the result Test restored functionality and side effects.

8. Document and improve Record findings, actions, prevention, and lessons.

Symptoms versus root cause

A slow database may reflect storage latency, an inefficient query, memory pressure, or network problems.
Restarting a service or adding resources may temporarily improve symptoms without identifying the cause.
When a root cause is uncertain, say so and document the remaining investigation.
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Communication and architectural learning

Stakeholders need clear impact statements, ownership, workarounds, updates, and confirmation of restoration.
Recurring failures can reveal weak resilience, monitoring, sizing, or dependencies; operational evidence can
guide better design.

Evidence: A troubleshooting report that distinguishes symptom, investigation, root cause or uncertainty,
corrective action, validation, and prevention.
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Infographic 2 — The Troubleshooting & Root-Cause Analysis
Framework

Approved cinematic eight-stage troubleshooting illustration. Investigate methodically, test safely, validate
service restoration, and capture lessons learned.
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2.7 — Scripting & Automation

Automation helps perform repeatable tasks, collect system information, and reduce inconsistent manual work.
PowerShell is useful in Windows and Microsoft environments, Bash in Linux and Unix shells, and Python in
general-purpose automation and APl workflows. Start with the language most relevant to your environment.

Reliable automation principles

Define inputs, validate data, use appropriate permissions, log outcomes, handle errors, protect secrets, test
safely, and make tasks repeatable. An automation script can execute a bad instruction at scale, so
understanding the manual process comes first.

Practical scenario — System health check

Write a script that reports hostname, operating-system version, disk space, memory use, selected service status,
and execution time. Improve it with clear errors and structured output. Evidence: Script, test results, and a short
explanation of safe operation.
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2.8 — Security, Identity & Access Management

Security spans nearly every technical role. Authentication establishes identity; authorization determines
permitted actions. Least privilege restricts access to what a role requires. Multifactor authentication, encryption,
patching, and logging support risk reduction but do not replace sound system design.

Practical scenario — Access review

In a lab, document each account, its role, required resources, assigned permissions, and justification. Identify
excess access, make only authorized changes, and validate the result. Protect audit records and never include
credentials in portfolio evidence.

Cloud connection: Cloud identity policies, access controls, and auditing use the same underlying questions: who
needs access, why, and how is it monitored? Evidence: An access-control matrix with justification.

2.9 — From Traditional IT Foundations to Cloud Architecture

Cloud architecture applies traditional technical knowledge within different service and operating models.
Managed services can change who administers the operating system, but networking, identity, performance,
data protection, recovery, operations, and cost remain important.

Tracitional fodndation cloue app"cation

Servers and virtualization Cloud compute Capacity and performance
LAN/WAN and firewalls Virtual networks and routes Connectivity and isolation
SAN/NAS and disks Block, file, object storage Data and availability
Directories and permissions Cloud IAM Least privilege

Scripts and tools Cloud automation / laC Safe repeatability
Monitoring and incidents Cloud observability Detection and response
Backup and DR Cloud recovery services RPO, RTO, testing

My transition into cloud architecture

Years of experience with operating systems, Oracle databases, enterprise applications, infrastructure, and
enterprise architecture helped me evaluate cloud solutions as complete systems rather than isolated services.
Assessments and migrations required understanding application dependencies, utilization, security, recovery,
operational ownership, and business costs.

Practical scenario — An enterprise application migration

Before selecting a cloud instance, assess business requirements, workload demand, operating-system support,
network dependencies, data growth and performance, identity and compliance, recovery objectives, monitoring,
and cost. Provisioning is easier in cloud; sound engineering decisions still require foundational understanding.
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Key lesson: Cloud architecture is not the abandonment of traditional IT knowledge. It is the application of that
knowledge in a different technology and operating model.
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Infographic 3 — From Traditional IT Foundations to Cloud
Architecture

Approved cinematic illustration connecting on-premises operating systems, networking, compute, storage,
databases, security, and automation to modern cloud capabilities.
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2.10 — Practical Toolkit: Build Evidence of Your Technical Foundation

The FREE Career Blueprint introduces foundational skills. This paid toolkit asks you to rate skills against
evidence, complete a documented troubleshooting exercise, and turn a priority gap into a practical 30-day plan.
Use only systems and data you are authorized to access.
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WORKSHEET A — Technical Foundation Skills Assessment

Purpose: Assess your technical capabilities and identify evidence and gaps. Rate 1 = new, 2 = basic awareness,
3 = can work with guidance, 4 = independent, 5 = can explain and troubleshoot for others. Training completion
alone does not prove proficiency.

Evidence fean prOVide m

Windows administration
Linux / Unix administration
Networking / DNS / TCP/IP
Servers / compute
Virtualization

Storage / file systems
Backup / recovery
Databases / SQL

Security / identity
Scripting / automation
Troubleshooting / logs

Documentation / communication

Worked example

Linux administration — Score 3: Can connect to a server, inspect processes, disk use, and basic service status.
Gap: interpreting logs and resolving permissions or service failures. Next action: build a Linux VM and document
a controlled service troubleshooting exercise.

Which three areas are strongest, and what evidence supports them?

Which three gaps are most relevant to your next role?
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Which skill will you prioritize first?
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WORKSHEET B — Hands-On Infrastructure Lab & Troubleshooting
Report

Purpose: Produce a small portfolio artifact by investigating an unavailable test application on a Windows or Linux
VM. Use a local lab or authorized sandbox; do not disrupt production.

Part 1 — Lab environment: OS, platform, service, network, permissions, tools

Part 2 — Define the problem: symptoms, timing, affected components, expected behavior

Part 3 — Investigation log

1

Part 4 — Initial hypothesis, evidence, confirmed cause or remaining uncertainty
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Part 5 — Corrective action, why appropriate, risks and precautions

Part 6 — Validation tests, observed results, and side effects

Part 7 — Lessons learned and prevention or early-detection improvements

Part 8 — Portfolio evidence checklist

O Environment documented [0 Symptoms recorded [0 Diagnostic evidence captured O Investigation explained O
Cause or uncertainty recorded 0 Action documented O Outcome validated OO0 Lessons summarized [J Secrets and

sensitive data removed

Suggested artifact: Infrastructure Troubleshooting Lab — Service Availability and Root-Cause Investigation. This

can support your project portfolio in Chapter 9.
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WORKSHEET C — Technical Skills Gap & 30-Day Development Plan

Purpose: Convert your assessment into a focused development plan. Choose a priority skill relevant to your next
role rather than trying to improve everything at once.

Part 1 — Target role, relevant foundations, highest-priority gap, and why it matters

Part 2 — Specific, measurable 30-day goal

Example: Within 30 days, configure a Linux VM, inspect services, troubleshoot one controlled service failure, and
produce a documented technical report.

Planned activity Evidence of completion

Week 1 Learn concepts; prepare lab Notes and working environment
Week 2 Practice configuration and diagnostics Outputs or screenshots

Week 3 Complete troubleshooting exercise Investigation log

Week 4 Validate and document results Portfolio artifact

Part 3 — My customized weekly actions and evidence

Part 4 — Training resources, lab access, time commitment, mentor, barriers
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Part 5 — What can | do now? What evidence did | produce?

Original skill score: / 5 Updated score: /5

Evidence supporting my new score and next priority

2.11 — Chapter Takeaways & Preparing for Specialization

Technical foundations compound. My Help Desk experience informed Oracle database administration; operating
systems, networking, and hardware helped me understand production environments; enterprise applications
broadened my view of dependencies and business processes; and cloud architecture required the same
fundamentals at a wider scale.

Five lessons: (1) Understand technology beneath tools. (2) Build hands-on experience. (3) Troubleshoot
systematically. (4) Recognize dependencies. (5) Document what you can demonstrate.

You do not need to master every discipline before choosing a specialization. Your experience with operating
systems, databases, networking, security, automation, and cloud infrastructure can help you discover what
interests you most.

Coming next — Chapter 3: Choosing Your Technical Specialization

We will evaluate career paths, connect technical strengths to opportunities, and select a direction without

assuming every professional must follow the same sequence.

Remember: The technology will continue to change. Your ability to understand, investigate, and connect
technical systems is what makes your foundation valuable.
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